ADVANCED SECURITY AND PRIVACY IN CONNECTED VEHICLES

ABSTRACT
Designing secure vehicles is becoming increasingly important as a result of recent
advances in potential cyber-attacks against vehicles. This security needs to be considered over
the course of the product lifecycle and includes a consideration of requirements definitions,
design, development, testing, and maintenance. Even -though many technologies and guidelines
have been proposed to address end-to-end security design problems for the IT (information
technology) industry, there are often significant differences between securing IT equipment
(such as servers and PCs) and securing vehicles.
Thus, purely IT-based approaches often have limited applicability in the domain of
vehicle security because human safety is a primary design consideration in the development of
vehicles, while relatively less attention has been paid to IT security. In addition, the lifecycle of
a vehicle is often much longer than the lifecycle of many PCs and related IT equipment.
Security design tends to be performed in “silos” and is not well coordinated among all of the
stakeholders who are involved in the development of a vehicle.

EXISTING SYSTEM
Cyber-attacks that may include attacks involving the malicious remote control of vehicle. In
extreme cases, the drivers may even lose control of their own vehicles.

DISADVANTAGE



 Not secure for vehicle 
 Money waste 
 Unwanted accident 
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PROPOSED SYSTEM
We have devised a specialized approach for designing secure in-vehicle infotainment
systems, including the electronic control system and software. Our approach is based on secure
engineering, an established methodology used in the IT industry to cover the entire software
lifecycle.

ADVANTAGE


 Increase the vehicle life 
 Reduce the unwanted accident 
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HARDWARE REQUIREMENTS











 GPS 
 GSM Modem 
 Buzzer 
 Air bag system 
 LCD 
 Microcontroller 
 Power Supply 
 Vibration sensor 
 Battery power checking system 
 Break condition checking system 
 Motor 

SOFTWARE REQUIREMENTS


 MCU COMPLIERS 
 PROTEUS SOFTWARE 
MICROCONTROLLER may ATMEGA,8051,PIC OR Arduino
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